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Introductory

Alongside the ongoing dispute with the U.S. about the value of the yuan, increasing trade and interaction with Taiwan, and the news that China’s economy has achieved second place rank of world economic powers, 2010 will surely be remembered—in the corporate offices of Google.com, in particular—as the year of the great dispute about Google.cn’s future in the People’s Republic of China (PRC). From mid-January to late July, some aspect of the Google vs. China controversy appeared in media outside China almost daily, and not only in major venues, but as well in journals and blogs devoted to computer technology, politics in China, freedom of speech, and civil liberties generally. 
Arriving at a comprehensive understanding of the 2010 Google.cn affair is beset with challenges: one has access to Chinese Foreign Ministry statements and documents, but must rely chiefly on press and news accounts for the action of events. Interviews or statements from the highest levels within China are unlikely. However, two other significant events in the People’s Republic serve to frame the Google.cn saga, and are important as waters in which the Google dispute receives significant reflection. The first of these was the 2009 cyber-attack targeting Google and multiple other businesses, subsequently referred to in the West as Operation Aurora, and credited in part with having prompted Google’s action in January.
 About that attack, which Google charges emerged from sources in the People’s Republic, more questions than answers remain, one full year after the fact. 
Secondly, in early June 2010—only a few days before the Google affair was resolved—the PRC Information Office of the State Council released a White Paper entitled “The Internet in China”, offering a bureaucratic but nevertheless revealing statement of the PRC government’s understanding of the Internet—both as a matter of policy and ontology.
 In what follows we offer consideration of what one might glean from open source media, PRC government statements, and comments from Chinese citizens about the 2010 struggle. In short, what happened?
But the weeks’-long Google.cn dispute, alongside Aurora and the White Paper, also offers occasion to assess the politics of modern communication in China. Thus, one might ask, first, what is the current Chinese government understanding of e-communication and research within the PRC, and is any detectable change apparent? Secondly, what can one glean about the current PRC understanding of human rights/civil liberties? And finally, what do the events and publications of 2009-2010 reveal about the PRC understanding of the internet itself? As an addendum, one might also consider what impact, if any, the Chinese dispute, the Aurora attack, and the White Paper are having in other developing countries where these same questions are very much in play. 
Background to the Controversy
The Google.cn controversy of 2010 marks the latest chapter in a story that is nearly as old as online communication and connectivity insofar as it relates to the PRC. The rise of the Internet in China, beginning in 1994, is paralleled closely by the rise of a government regimen of internet controlling procedures and institutions.
 In his 2009 book, The Power of the Internet in China: Citizen Activism Online, sociologist Guobin Yang divides this government effort into three stages: During the first, from 1994 to 1999, government “focused on the regulation of network security, Internet service provision, and institutional restructuring.”
 From 2000 to 2002, a second stage involved “expansion and refinement of Internet control”, while the final stage, from 2002 to the present, and coinciding with the beginning of Hu Jintao’s leadership in the Communist Party of China (CPC), moved Internet regulation from a mere set of controls to “a comprehensive new framework of governance”—including institutions, legal tools and procedures, the promotion of self-discipline, and technological products—“that applies not only to the Internet but to the regulation of Chinese society as a whole.”
 In other words, the government immediately recognized the importance of the Internet in China, and in time realized that its rise presented to the CPC as much an opportunity as a challenge. 
Google.com was founded in late summer 1998 by Stanford graduate students Larry Page and Sergey Brin, and launched from a Menlo Park garage with initial start-up funding from Sun Microsystems co-founder Andy Bechtolsheim. Rapid growth would come during 1999 and 2000 with the company supported quickly by multi-million dollar investment and adaptation of the service to make it useable by speakers and writers of 15 foreign languages, including Mandarin Chinese, in September of 2000.
 Internet users in China had no difficulty reaching and utilizing the new search engine until 2002, when, according to testimony by Google Vice President Elliot Schrage, users in the PRC reported that access had become limited or non-existent.
 Interestingly, as this paper is written in mid-2010, the web page of the PRC Ministry of Foreign Affairs has but a single accessible item referencing Google, namely, a response to a question raised in a press briefing of Sept. 3, 2002: 

Q: It is said that the influential search engine Google was banned recently. Can you verify and comment on it? 
A: I have no knowledge of what you said. I suggest you inquire the relevant authorities. It is reported that at the first half of this year, the number of China’s Internet users has increased to 50 million with the highest growth rate in the world. On the other hand, all countries believe that there is some bad information on the Internet, which should not be spread at will. It is the common recognition of all countries to explore a proper way to manage Internet, and this is what China is doing.

It is worth remembering here that the 1990s—the Web itself sprang into existence in 1990—was a decade buoyed by the collapse of Soviet communism, Francis Fukuyama’s “End of History” thesis, and of general anticipation and confidence that computer technology and the internet in particular would bring increased freedom of communication followed by political change to any number of one-political party countries, including China, with its increasingly tech-savvy population.
 With the coming of the internet, this view, and the anticipated futility of controlling internet communication, was accepted on all sides as established fact. A perfect example of this overconfident view was President Bill Clinton’s comment during a March 8, 2000, lecture at the Paul H. Nitze School of Advanced International Studies, responding to a question about China’s efforts to rein in internet communication: “There’s no question China has been trying to crack down on the Internet—good luck. (laughter) That’s sort of like trying to nail Jell-O to the wall.” (laughter) 
 
In Spring 2000, during the very moment of Google’s ascendancy, chief rival Yahoo.com experienced a significant and important setback, beginning with a suit brought by Marc Knobel, a French expert in neo-Nazi activities especially as relating to the Internet.
 Knobel’s lawsuit, brought against Yahoo in France, charged the company with violating national laws by allowing the viewing and purchase of Nazi memorabilia.
 The fact that such viewing and purchase was entirely legal in many other countries, argued Knobel’s attorneys, meant nothing in France. In response Yahoo President Jerry Yang argued that internet content providers could hardly be held accountable by the laws of each individual country, and that it was up to nations themselves to block those sites and their content. A May 2000 decision by French Judge Jean-Jacques Gomez decreed that Yahoo should “take all necessary measures to dissuade and make impossible” access to Nazi and others sites illegal in France.
 Yang’s response that such actions would be practically impossible to implement by Yahoo was answered by a team of three internet experts—one of whom was Vinton Cerf, often described as “the father of the internet”—who determined that such blockage was, in fact, largely if not completely possible based on existing IP-address identification technology. 

Facing significant fines and loss of business in France, a plummeting stock price, and mounting competition from Google, in January 2001 Yang and Yahoo abandoned that strategy. Not only did the company banish sale of Nazi memorabilia previously accessible through Yahoo, the now-chastened company turned to China, where it had launched a presence in 1999, with a view toward recovering losses and starting afresh, ready to comply with Chinese internet requirements, which came in the form of a document that the company signed in 2002 entitled, “Public Pledge on Self-Discipline for the Chinese Internet Industry.”
 Yahoo’s willingness to cooperate with Beijing over the next several years proved extensive, no better illustrated than by the high profile case of Shi Tao, a Hunan-province journalist convicted in 2005 of emailing the “text of an internal Communist Party message” to a foreign website, an act for which he received ten years’ hard labor. Chinese authorities were able to identify him as the offender with the help of Yahoo’s Hong Kong personnel.
 
Google.cn was launched in January 2006 after several years of preparation, with the company well aware of Yahoo’s experience and Chinese government requirements. Google.cn would come in for criticism almost immediately, with CNET.com reporting that “contrary to Google co-founder Sergey Brin’s promise to inform users when their search results are censored, the company frequently filters out sites without revealing it.”
 CNET reporters noted that along with making unavailable sites that carried criticism of the Chinese government, during its first weeks of operation Google.cn censored sites on “teen pregnancy, homosexuality, dating, beer and jokes” and some, though not all, sites mentioning Falun Gong, Tienanmen, and chief rival msn.com. Also blocked initially was a site reference to Essex County, UK, presumably because “sex” was included in the domain name.
 Google.cn would review and fix many of these, allowing access to Chinese readers, but remained convinced that it could meet Chinese government requirements and still benefit its Chinese users and its stockholders. Google.com defended its decision to launch service in China by arguing for the long term:
[The problem of filtering] could only be resolved by creating a local presence, and this week we did so, by launching Google.cn, our website for the People’s Republic of China. In order to do so, we have agreed to remove certain sensitive information from our search results. We know that many people are upset about this decision, and frankly, we understand their point of view. This wasn’t an easy choice, but in the end, we believe the course of action we’ve chosen will prove to be the right one.

At a congressional hearing about that effort in mid-February 2006, Google Vice President for Global Affairs and Communication Elliot Schrage commented that, while many had expressed doubts about the decision, it “was based on a judgment that Google.cn will make a meaningful – though imperfect – contribution to the overall expansion of access to information in China.”

Chinese government statements during the first decade of the new century have not wavered from a consistent denial that any limitations on the internet in China exist. In October of 2006, with Google.cn having joined Yahoo and MSN.com in the Chinese market, at a UN-sponsored conference on internet and www access, a Chinese representative insisted to the surprise of the audience that there existed no net censorship in the PRC, despite the release of a Harvard Law School/Berkman Center for Internet & Society study documenting sites that were inaccessible.

Chinese government official: We have talked a lot about China, and that’s rather strange, because if we participate in forums like this, I think that we should spend more time reflecting on the issues that have been raised. There are millions of Chinese that have no access to the Internet. We are here because we would like to promote openness. But we have not really raised the issue of how we could participate more fully and how we could have better access to the Internet. 

We need to also protect tourists in our country. And I have to say that I am a Chinese citizen, and I feel that I need to be protected. For example, we are threatened by terrorism. We do need protection. . . . I don’t think we should be using different standards to judge China. In China, we don’t have software blocking Internet sites. Sometimes we have trouble accessing them. But that’s a different problem. I know that some colleagues listen to the BBC in their offices from the Webcast. And I’ve heard people say that the BBC is not available in China or that it’s blocked. I’m sure I don’t know why people say this kind of thing. We do not have restrictions at all. 

Nick Gowing, BBC anchor and session moderator: Would you like to elaborate on that? 

Chinese official: How can I elaborate on it if we don’t have any restrictions? Some people say that there are journalists in China that have been arrested. We have hundreds of journalists in China, and some of them have legal problems. It has nothing to do with freedom of expression. 

Richard Sambrook, director of the BBC World Service: I’m glad he listens in Geneva. But if he was in central China, he would not be able to listen on short-wave radio and not be able to read our Web site. This is very well established. (It’s) effectively blocked...and has been for years.
 

The three years 2006-2009 would find Google’s experience in China a decidedly mixed affair, with attempts to turn a profit frustrated, and its dealings with Chinese authorities troubled. In late March 2009, Google’s prized acquisition of 2006, YouTube.com, was permanently blocked in China, after a temporary blocking of the site during the discord in Tibet of March 2008.
 Press coverage of the latter incident had included a statement by Foreign Ministry spokesman Qin Gang that, “China is not afraid of the Internet. We manage the Internet according to law . . . to prevent the spread of harmful information.”
 Three months later, in late June 2009, Google’s Gmail, as well as the company’s main search page, were made off-limits to Chinese internet users,. Softpedia.com reporter Lucian Parfeni assessed the action as “a show of force” on China’s part that “can only be interpreted as a direct warning for Google—it is no longer untouchable.”
 The same story carried this detail indicative of the extent of Google’s difficulties:

The search giant has just recently removed the Google Suggest feature from the Chinese version of the site after repeated warnings by the authorities who claimed that it frequently linked to inappropriate content. The government, however, was not satisfied and ordered Google.com to display results only from inside the country, as a punitive measure. While Google complied with this request too, by removing the button that allowed users to search for foreign sites as well, some websites still made it to the results, which, many believe, prompted the blocking of the Google properties.

And as a suitable conclusion for this period of difficulty, late 2009 saw the resignation of Google.cn head James Lee and a lawsuit brought against the company by several Chinese authors. 
The 2010 Struggle 
On January 12, 2010, Google Senior Vice President David Drummond announced on the Google blog a month earlier that the company had detected “a highly sophisticated and targeted attack on our corporate infrastructure originating from China,” including intellectual property theft, surmised by others to have been source code.
 Drummond continued by noting that “at least twenty” other companies had been targeted, and, of greatest concern, “we have discovered that the accounts of dozens of U.S.-, China-, and Europe-based Gmail users who are advocates of human rights in China appear to have been routinely accessed by third parties.”
 As a result,
These attacks and the surveillance they have uncovered—combined with the attempts over the past year to further limit free speech on the web—have led us to conclude that we should review the feasibility of our business operations in China. We have decided we are no longer willing to continue censoring our results on Google.cn, and so over the next few weeks we will be discussing with the Chinese government the basis on which we could operate an unfiltered search engine within the law, if at all. We recognize that this may well mean having to shut down Google.cn, and potentially our offices in China.

Shortly after the Jan. 12 announcement, Google launched an investigation at its offices in China aiming to identify specific targets of the attack—reportedly the email accounts of foreign reporters based in China and two Chinese human rights activists—as well as potential assistants to the attack. Most striking, however, was the news that, “As a result of the attacks, Google says it will stop censoring its Web search results in China and may stop doing business there.”
 The company’s announcement led some net users in Beijing to lay flowers and leave cards at the Google.cn headquarters building, an act that would be condemned by the authorities as an “illegal flower tribute,” with police carting off the offending bouquets, and journalistic explanations that floral tributes to Hu Yaobang by Beijing students were the first step in the chain of events leading to the June 1989 Tienanmen incident.

Two days later, Microsoft announced that the attackers had exploited vulnerabilities in its Internet Explorer 6 software, and hurriedly released a patch, though critics suggested that this should have been done months earlier.
 Dubbed “Operation Aurora” by MacAfee because the latter word appeared in the file path, the attack was described as an “advanced persistent threat” (APT), a program capable of “stealthy and targeted attacks that are perpetrated by intelligent cybercriminals with deep pockets and cocktails of nearly impossible to detect malware at their disposal.”

Other corporations discovering that they had been victimized in the same late 2009 attack wave included Adobe, Yahoo, Northrup-Grumman, Symantec, Dow Chemical, Juniper Networks. On January 14, 2010, an announcement from the Los Angeles-based law firm Gipson Hoffman & Pancione that it, too, had been the victim of this attack.
 Coverage by MSNBC reporter Bob Sullivan included news that the technique used by the attackers, “spear-phishing,” involved a disguised e-mail sent to employee Gregory Fayer that included an embedded virus that would permit the attacker access to his computer files. Sullivan reported that the attack was not unanticipated: 
Last week, his firm filed a blockbuster lawsuit against the Chinese government on behalf of CyberSitter LLC, which makes parental control software. CyberSitter says the Chinese stole its computer code while creating the infamous Green Dam censorship program, which was designed to be placed on every Chinese citizen's PC last year.

The same news item continued with a comment from the former head of the U.S. Department of Justice Computer Crime & Intellectual Property Section Mark Rasch, who assessed the attacks as an “escalation” and “cyberwarfare,” and “new in the sense that they’ve been so blatant. . . . ‘We’ve had attacks in the past but by and large they were done in a way that gave the country plausible deniability,’ said Rasch. ‘But this was different. This was fairly clearly a government-run operation.’”

Also during January, Secretary of State Hillary Clinton delivered a speech about internet freedom, alluding none too subtly to China with the remark that “countries that restrict free access to information or violate the basic rights of Internet users risk walling themselves off from the progress of the next century.”
 Ensuing diplomatic responses from Beijing confirmed two divergent perspectives: for the U.S. internet freedom meant one thing, while for China it meant another. As reported in the Wall Street Journal, Chinese Ministry of Foreign Affairs spokesman Ma Zhaoxu responded that “China’s Internet is open,” and that Chinese Internet regulation follows both “international practice” as well as “China’s own national situation and traditional culture.”
 The same story quoted an editorial in the Global Times which echoed the “cultural imperialism” argument, that U.S. internet policy “is a disguised attempt to impose its values on other cultures in the name of democracy.”

With respect to the attack, an article in the February 18, 2010 edition of the New York Times included a story reporting that a team of computer security experts, “including investigators from the National Security Agency” had traced the attack to Shanghai Jiaotong University and Lanxiang Vocational School.
 The latter institution, located in Shandong Province, was identified as a supplier of computer scientists to the People’s Liberation Army (PLA) and its computer network “operated by a company with close ties to Baidu, the dominant search engine in China and a competitor of Google.”
 And yet the reporters hedged, noting that opinions among computer security experts ran the gamut, from suggestions that the vocational school served to camouflage military or other Chinese government supported operations or a criminal enterprise, or even an intelligence operation managed by a third country and using the schools as cover. 
Adding to the complexity is the observation of intelligence analyst James C. Mulvenon that unlike the United States’ compartmentalized online intelligence and espionage operations, China’s network operations in effect employ a volunteer militia, the “patriotic hackers” who are ready, willing and able to support PRC policy.
 Presumably among the virtues of such a force would be their talents, their willingness to work for no pay or recognition outside bragging rights in their own private circles, and the development of skills that could be formally deployed by the PLA later in life. The only immediate drawback would be their unpredictability, but the distance kept between themselves and the PLA offers plausible deniability, especially in a situation where press access is limited. On the other hand, such a force would also require not simply keeping alive a patriotic Chinese spirit but its active and constant cultivation, in effect, requiring devotion of significant resources. 
Suggestions in the U.S. press that the attacks received support from the PLA or Chinese government sources received several interesting responses, the first from Chinese Ministry of Defense spokesman Huang Xueping: 

“China demands that the U.S. speak and act cautiously, to avoid causing further damage to relations between the two countries and their militaries,” said Huang. “Linking Internet hacking activities to the Chinese government and military is totally unfounded and utterly irresponsible,” he said. “This is stirring up a fuss for ulterior motives.”

Another response appeared in a March 16 news item from the China Daily, attempting to turn the tables by reporting on the “thousands of overseas-based hacking attacks every day after more than six months of trial operations” of the Ministry of National Defense site, www.mod.gov.cn. The story included comments from Prof. Tan Kaijia of the PLA National Defense University who argued that, 

The alleged Chinese military-backed hacking of U.S. sites proves that they did not understand the PLA’s functions and missions, . . . The PLA has academic researchers on information warfare, but is not capable of conducting actual cyber-attack operations. Chinese laws prohibit any forms of cyber-attack. Nor is the PLA allowed to hire civilian hackers, and hacking foreign government and company networks has nothing to do with the PLA’s missions.

On March 25, DailyTech website reported that the PRC response to Google had gained steam:
Back in China, the government imposed backlash against Google picked up in earnest with China Unicom and other businesses officially giving the Google search engine the boot. China Unicom, the nation’s second largest carrier, did not announce an immediate replacement. It has been speculated that it may stop selling Android handsets or at least stop releasing new models, however, those claims have yet to be validated. It seems clear, however, that the Chinese government is infuriated and Google will likely face more repercussions in coming weeks.

Google’s response to Chinese actions was to automatically redirect mainland Chinese internet users, starting at 3 a.m. Hong Kong time on March 23, to its Hong Kong site, Google.com.hk, a site outside the purview of the Chinese Ministry of Public Security’s internet surveillance system, Golden Shield. Just days later, on March 30 a short-term ban went into effect, with all search sites maintained by Google and previously accessible in China no longer available and searches failing to proceed. 

China’s immediate reaction to the Google redirection of users to its Hong Kong site was not made public. Weeks later, in late June, Google received word from the Chinese government that this redirection was insufficient, and that further distance, in effect, was required—in other words, China was insisting that users take more than just a single mouse click to get beyond the Golden Shield. Google’s solution was elegant in its simplicity, nothing more complicated than a facsimile of a search tool at the Google.cn site. Once clicked, the user is redirected to Google.com.hk. As reported on the Wired website, “The extra click seemed to do the trick. ‘In China, it is very common that you need to give the government face if you want to do business here,’ Edward Yu of Analysys International told Reuters. ‘The double-click rule (so as not to automatically reroute searches) shows that Google can compromise and give them face.’
 
In what might have been the most low-key response in the history of internet legal history, Google was careful not to make too much of its action and the apparent acceptance of this move by Chinese authorities, by simply updating an earlier blog post by Google’s Chief Legal Officer with an acknowledgement of the PRC’s action: “We are very pleased that the government has renewed our ICP [Internet Content Provider] license, and we look forward to continuing to provide web search and local products to our users in China.”

The Chinese account of the approval, as reported via Xinhua on July 11, was similarly laconic, noting simply that the Ministry of Industry and Information Technology “told Xinhua that the result of its annual checkup on Google was ‘Approved with Rectification.’”
 Related news stories through Xinhua had previously run on the theme of foreign companies abiding by Chinese legal requirements.

The decision on Google’s part, however, was not without significant cost to the company. As Wired magazine observed in early July, 
Google’s decision 11 days ago to completely abandon the auto-redirect appears to have been a key concession to stay in the country, where it has a number of business interests in addition to search. But doing so likely means giving up on lucrative search partnerships with ISPs, portals and mobile phone makers, because no one wants a default search engine they have to double-click to use. Instead, those lucrative partnerships will likely go to Baidu, a Chinese search company that dominates the search market in China.

Google.cn’s services continued to experience temporary holds, delays or errors. In late July, Google reported that all its services except Gmail had been blocked, a situation that lasted several days.
 That situation continues intermittently, as can be confirmed with reference to the Google Transparency Report, a site launched in late September 2010, replacing its Mainland China Service Availability Chart, and indicating the nature and extent of lawsuits and specific blockages of its services by country.

The White Paper

The 7500-word White Paper referenced in our introduction, “The Internet in China”, and released in early June, just as the Google issue neared its resolution, serves as a timely conclusion to the affair.
 While it is easy for China critics to dismiss such policy statements, each of its six sections, whether read on the surface or between the lines, offers something worth considering as part of an overall statement about how the Chinese government and the CPC understand this very new internet phenomenon in the context of the world’s longest-standing culture. 
As they move through the document readers will note rather frequent references to the Chinese government, and it will surprise no one who studies China that the authors see an active leadership role for the government in the Internet’s application in the country. It is not a tool to be left to exist on its own; its development and existence are interpreted in the service of the state. And while the ideologically-charged word “progress” appears a mere eight times in the document’s English translation, there is a clear emphasis on the Internet’s bringing advancement, change and development to the country’s population. For example, in the Foreword, the authors claim governmental recognition of “the internet’s irreplaceable role in accelerating the development of the national economy, pushing forward scientific and technological advancement, and expediting the informational transformation of social services . . .”
Section 1 of the paper offers a brief history of China’s early Internet-era activities during the 1980s, highlighting April 20, 1994, as “China’s formal access to the Internet,” and indicating a Chinese understanding of the Internet as “a significant opportunity to boost its reform and opening-up policies and modernization drive,” and already introducing a nationalist function for this technological innovation that has, in effect, dropped into China. Also covered is the growth of Internet infrastructure, with details on money spent, long-distance optical cables installed and functioning, and bandwidth capacity. At the same time, the authors note that the Internet in China is significantly imbalanced, with the bulk of connectivity in urban areas and along the coast, with much less available inland and in rural areas, and thus reflective of China’s other development challenges. The stated goal for the next half-decade is to increase Internet accessibility to 45 percent of the Chinese population.
Section 2, “Promoting the Extensive Use of the Internet” asks, in effect, what are the purposes of the Internet in China? The document proposes several: It is “an engine promoting the economic development of China,” having added significantly already and promising more, especially as regards e-commerce and e-banking. As well, the document refers to the Chinese “culture industry” as having been promoted by Internet, including under this perhaps too-broad rubric online games, music and video, but also “China’s splendid national culture.”
 And of interest here is the authors’ observation that “the Internet serves to publicize government information,” with the building of portals and sites allowing “improved work efficiency and transparency of government information.” One might imagine critics of government policy within China seizing on this for greater transparency, especially as regards Party functions. Most comprehensively—and consistent with Party theory—the government is said to encourage “the use of the Internet in ways which aim to promote economic and social progress,” foreseeing further e-commerce, education, online television and “varied and rich Internet information services to satisfy the diversified, multi-leveled needs of information consumption.” 
Section 3, “Guaranteeing Citizens’ Freedom of Speech on the Internet” proclaims that “Chinese citizens fully enjoy freedom of speech on the Internet” and can “voice their opinions in various ways” in this medium. The only caveat to this assurance appears in the final sentence, noting that “freedom of speech on the Internet [is] enjoyed by Chinese citizens in accordance with the law” [italics added]. A later paragraph mentions “supervision,” but in the sense that the Internet allows “the people to supervise the government,” the better to deter or catch corruption, and described as “a manifestation of China’s socialist democracy and progress.” 
Section 4, “Basic Principles of Internet Application”, offers readers an exposition on the important legal aspects of the internet freedom announced in the previous section: “China adheres to scientific and effective Internet administration by law” presumably to point out that Internet policy is not based on autonomy or Party dictatorship but on procedurally-derived laws. After listing eleven particular laws passed since 1994, the authors proceed to explain the limitations on Internet activities in China: 
The citizens’ freedom and privacy of correspondence is protected by law, which stipulates at the same time that while exercising such freedom and rights, citizens are not allowed to infringe upon state, social and collective interests or the legitimate freedom and rights of other citizens. No organization or individual may utilize telecommunication networks to engage in activities that jeopardize state security, the public interest or the legitimate rights and interests of other people.

And beyond the legal realm, Chinese Internet policy stated in this section includes the state “proactively” encouraging “industry self-regulation and public supervision” and aiming to prevent pornography, spam, network crimes, and the spread of “illegal information.” 
Finally, “the state protects citizens’ online privacy,” an assertion that forces the reader familiar with Chinese internet practice, and the experiences of Chinese political dissenters who have made the mistake of revealing their sentiments via online communication to consider closely what is understood to be “online privacy.” But by this point, readers should be enough attuned to the document’s emphasis on Chinese law to be aware that all other language and vocabulary must be understood within that context. And at this point in the document one receives the first of several arguments grounded on culture: “The Chinese government actively explores channels and methods of scientific and effective Internet administration by law, and has formed a preliminary Internet administration model that is suitable for China’s conditions and consistent with international practices.” [italics added] In other words, online privacy in China is subject to the controls deemed appropriate for China’s unique culture and self-understanding. The assertion that China’s understanding is consistent with “international practices,” strange as it may sound to American or European readers, will be more familiar to internet users in developing countries, where expectations of “online privacy” as one understands the terminology in the West, are less common.
In Section 5, “Protecting Internet Security,” the document’s nationalist doctrine emerges in full flower: 
The Chinese government believes that the Internet is an important infrastructure facility for the nation. Within Chinese territory the Internet is under the jurisdiction of Chinese sovereignty. The Internet sovereignty of China should be respected and protected. Citizens of the People’s Republic of China and foreign citizens, legal persons and other organizations within Chinese territory have the right and freedom to use the Internet; at the same time, they must obey the laws and regulations of China and conscientiously protect Internet security.
Further, the document continues to cite Article 6 of the Regulations on Telecommunications of the PRC, that “The security of telecommunications networks and information shall be protected by law” and forbidding organizations and individuals from utilizing “telecommunication networks to engage in activities that jeopardize state security, the public interest or the legitimate rights and interests of other people.” 
The same act is cited here also to remind readers of the multiple areas where internet activity can bring them into unpleasant contact with government authority, and is worth quoting at length: 

No organization or individual may produce, duplicate, announce or disseminate information having the following contents: being against the cardinal principles set forth in the Constitution; endangering state security, divulging state secrets, subverting state power and jeopardizing national unification; damaging state honor and interests; instigating ethnic hatred or discrimination and jeopardizing ethnic unity; jeopardizing state religious policy, propagating heretical or superstitious ideas; spreading rumors, disrupting social order and stability; disseminating obscenity, pornography, gambling, violence, brutality and terror or abetting crime; humiliating or slandering others, trespassing on the lawful rights and interests of others; and other contents forbidden by laws and administrative regulations.

An extensive list, to be sure, and open to broad interpretation in Chinese courts of law. The section concludes with a second appeal to what falls under the rubric “multiculturalism” in American educational institutions and is identical to Chinese government policy statements about democracy: “National situations and cultural traditions differ among countries, and so concern about Internet security also differs.” This comment—very effective medicine against critics of Chinese policy in the American and European academic world—prepares the way for the sixth and final section concerning “Active Internet Exchange and Information.” And here in Section 6 one finds again a profound nationalism informing the document’s understanding of the Internet’s actual nature. Though it is linked to the world,
. . . the Internet of various countries belongs to different sovereignties, which makes it necessary to strengthen international exchanges and cooperation in this field. China maintains that all countries should, on the basis of equality and mutual benefit, actively conduct exchanges and cooperation in the Internet industry, jointly shoulder the responsibility of maintaining global Internet security, promote the healthy and orderly development of the industry, and share the opportunities and achievements brought about by this development.

On the basis of this statement, the Internet “belongs” to particular countries; in fact it might be better said that there is no one common Internet of exchange and commerce, but a series of separate and national Internets linked only to the extent consistent with individual nations’ national interest. Later in this same section, the document touts China’s many meetings held since 2007 with U.S. and British counterparts and visits to over 40 countries around the globe, applying “some of their successful experiences to its own Internet development and administration.” At the same time, concluding this section is the document’s offer that China “share with other countries the opportunities brought by the development of the Chinese Internet industry.” The document’s closing sentence is a perfect encapsulation of these ideas, emphasizing a proactive government role with respect to the internet, its understanding of the Internet as an evolving phenomenon, harnessed to China’s national development, and the potential of Chinese involvement in the Internet outside China’s borders: “The Chinese government will stick to the basic principle of administering the Internet in accordance with the law, try to follow the nature and law of development of the Internet in the light of the national conditions, and promote the scientific development of the Internet with effective administration so as to contribute to the development of the Internet worldwide.”
Implications and Conclusions for the Future
No pun intended, what are the net outcomes from the 2010 struggling over Googling? Certainly a new phrase, “illegal flower tribute,” now making money for t-shirt printers outside China—and with the same new phrase added to the list of terminology banned from internet discussion inside China. Certainly Aurora made even more businesses and users aware of the dangers of concentrated internet attack, and the nearly hopeless task of ever learning their source. The White Paper was a likely publication in any event, though it now may be read as an even more assertive and clear statement of an internet with Chinese characteristics. And one sees more clearly, thanks to Google’s complex experience, the present condition of Chinese requirements for access to its market: Access is permitted, but on Chinese terms, and requiring a high degree of patience on the outsider’s part. Interestingly, access to sites potentially critical of the PRC government can happen—gaps in the Golden Shield exist—but the government is apparently requiring that internet users jump through a sufficient number of hoops or mouse clicks to get there. Presumably this means the government is content in knowing that few users will know or care enough to make the effort. 
For Google itself, hard experience has been earned in the Chinese marketplace, but the company already had that in abundance. The greater question concerns Google’s long-term future in China, and whether its political difficulties in China and its ability to generate profits there lead it to step aside from the field, yielding territory to Baidu and future Chinese search tools. Recent news that Microsoft may enter the Chinese market if Google ends up retreating, may be the next chapter in tech firms’ relations with China.
 If so, we may look back in ten or twenty years to a pattern established of successive companies adapting to Chinese requirements, gradually transitioning to a Chinese understanding of “net freedom” in the process, if China does hold firm to its understanding as spelled out in the White Paper. 
With respect to the three questions we posed at the outset, one might conclude as follows: The state of e-communication in China is decidedly mixed, on the one hand with a strong and growing infrastructure, both in terms of hardware and humans able to use it, while on the other hand accompanied by extensive rules that complicate its use, and devoting significant resources of money and time toward its users’ supervision. As China’s economic picture changes in the years ahead, pressures may increase to alter the amounts of money and time devoted to overseeing Internet browsing and e-communication. Will China find that it must follow in the footsteps of the Soviet Union and Warsaw Pact countries in eventually giving up on the listening in on its citizens’ conversations?

China’s Internet control infrastructure is presently successful in discouraging politically incorrect web searches by making them slightly more difficult, and with the unpredictable level of effort that is needed to surpass Golden Shield. Knowledgeable Chinese internet users apparently have little difficulty circumventing it if they are persistent, and willing to run the risks. A 15-year old student of the author’s acquaintance, who travels annually with family to Beijing, declares it an easy task. Yet this student also understands that “you have to want to” and that most Chinese internet users have no desire to do so, satisfied with the content that is only one mouse click away. 

Secondly, what might we conclude about the state of human rights in China? Clearly, the government operates with a dramatically different understanding of what is meant by “online privacy” and “freedom of speech.” This is hardly news, but the events of the last two years do reaffirm government/Communist Party control and authority respecting the Internet, and that while China is eager to continue financial and economic interaction with the rest of the world, information crossing the border—that is to say, intellectual interaction—is subject to political limitation. Businesses—even those with mammoth budgets and those with “don’t be evil” as their slogan—must adapt to a Chinese understanding of what is, and is not, evil. New York University Professor Clay Shirky argues that we are only beginning to comprehend the extent of the creativity that has become possible through internet connections.
 China’s size, its traditions of top-down politics, its present nationalist enthusiasm, and its users’ frequent contentment with what’s available on Chinese sites conspire to take the pressure off, allowing traditional Chinese concepts of human rights—concepts that would be regarded as at least limited and at worst invalid in Europe or the U.S. —to continue unabated. 
The 2010 Google controversy undoubtedly increased the motivation for one piece of U.S. Congressional legislation: Presently under consideration in Congress is HR 2271, the Global Online Freedom Act, sponsored by Rep. Christopher Smith (R-NJ), that would require assessment of internet freedom in an annual report to Congress, including the extent to which internet access is blocked in individual countries, and Annual Designation of Internet Restricting Countries, and Establishment of an office of Global Internet Freedom.
 Most important respecting search engine and software companies like Yahoo, Microsoft and Google.cn are Sections 201 and 202, which aim to protect “personally identifiable information” and sections 203 and 204 which require transparency of the filtering and censorship activities of search engine companies.
 
The Chinese understanding of human rights is linked to the third, concerning the Chinese understanding of the Internet itself. The Google controversy, alongside publication of the White Paper, amount to at least a reaffirmation and perhaps a hardening of China’s position on the internet as a tool in service of the state. The multicultural argument—in effect, that China has built “an Internet with Chinese characteristics” and is apparently willing to help market that idea abroad—is particularly brilliant because it so effectively befuddles western academics. One should expect its continued use. 
Accordingly, the Great Firewall should be understood not as a mere accessory to the Chinese Internet, but as an integral part of the system, as essential as an individual warrior’s shield. One might note that in the Great Firewall the PRC has rather effectively answered President Clinton’s self-assured comparison of internet control to “nailing Jell-O to the wall.” In the same way that Jell-O can quite readily be nailed to the wall if the product is packed in a sealed, single-serve container, the internet can be effectively controlled, provided it is packaged within a single nation, and the resources are invested in its effective containment. If China’s internet is on a long march toward liberalization as at least one author has argued,
 we are most likely in a period of retrenchment.
Finally, one of the intangibles about which it is practically impossible to know, but nonetheless entirely plausible to consider is the extent to which other single-party political systems take China’s internet control as inspiration for their own monitoring system, and whether China is actively promoting its model among them. Awareness of a world-wide increase in internet and web restrictions is well-established: A 2007 study conducted by Harvard’s Berkman Center for Internet and Society concluded in the first year of its global survey of internet filtering practices that, “Twenty-five countries around the world out of 41 countries surveyed block or filter internet content, indicating a global trend towards internet censorship . . .”
 In late summer 2010, Google executives described growing internet censorship as a major concern, and that it could amount to a new type of trade barrier, with countries in an Information Age blocking information.
 News and advocacy groups in several countries note similarities between their governments’ internet restrictions and China’s.
 And as noted above, a newly unveiled product, Google Transparency, allows users to see trends in Internet restrictions, with China figuring prominently. In this, Google has offered the latest but by no means final riposte in this hugely influential company’s struggle with a hugely influential government and culture.
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